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PROTEGGERE UNA WEB APP
SU AZURE:
LA MIGLIOR DIFESA È L'ATTACCO!
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EVERYTHING STARTS WITH A “GOOD” 
ARCHITECTURE
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1ST STRIKE

The case of 

disappearing 

resourcesAttack 

one!

Destroy 
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MITIGATION

Infrastructure as Code:

• Script & Backup everything

• ARM & Azure Policy

PaaS safeguards:

o Azure Web App Undelete

o SQL Point in time restore

o Blob Storage restore

Azure DevOps or GitHub
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REMEDIATION

Subscription role 

protection

o RBAC

Azure AD could be 

protected with MFA

Delete Locks
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2ND STRIKE

The case of 

unexpected 

load
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MITIGATION

o Alert rules and 

monitoring

o web.config based IP 

restriction OR

Private Endpoint

o Functions in App Service 

Plan

o GB*s daily quota

o App Service Diagnostics
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REMEDIATION

o Web App 

Firewall/Azure 

Firewall/Application 

Gateway/3rd party

o API Management

o Azure DDOS 

Protections for VNET
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3RD STRIKE

The case of 

data and 

storage loss
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MITIGATION

o Key rotation

o Least user privilege 

(DB)

o Alert
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REMEDIATION

o SQL DB Firewall

o VNET Storage

o Private Endpoint

o Managed Service 

Identity
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4TH STRIKE

The case of 

being Gitted
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REMEDIATION

o Move all the keys to a 

secure path

o Use Azure Pipelines or 

GitHub Actions to set 

them before deployment

o Azure Key Vault

o Managed Service 

Identity
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5TH STRIKE

The case of 

remote 

connections
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MITIGATION

o Patching and security 

policies

o Azure Security 

Center
Not only for VMs, could check networks, 

App Services, Blob Storage, SQL, etc…
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REMEDIATION

o Network Security 

Groups

o VNET

o Private Endpoint
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A BETTER ARCHITECTURE
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RECAP – THE 7 GOLDEN RULES

• Script everything

• Backup everything

• Least user privilege

• Trust no one

• Monitor everything

• Assume cloud failure

• Protect your secrets



W H AT  I S  D O I N G  
M I C R O S O F T  T O  
S E C U R E A Z U R E ?



Two-factor 

authentication 

with biometrics
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Video coverage 
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VIRTUAL MACHINES APPLICATIONS STORAGE & DATABASES

PROTECT DATA AND COMMUNICATIONS

Enable built-in encryption across resources

Azure Storage Service Encryption

Azure Disk Encryption

SQL TDE/Always Encrypted

Encrypt data while in use

Azure confidential computing

Use delegated access to storage objects

Shared Access Signature enables more granular access control

Use a key management system

Keep keys in a hardware HSM/don’t store key in apps/GitHub

Use one Key Vault per security boundary/per app/per region

Monitor/audit key usage-pipe information into SIEM for 

analysis/threat detection

Use Key Vault to enroll and automatically renew certificates



TAKE A LOOK AT AZURE SECURITY 
CENTER



APP SERVICE DIAGNOSTICS
• An interactive and intelligent experience for self-

troubleshooting your app issues

• What does that actually mean? 

• 🔒Diagnose and troubleshoot your app issues and 

learn about best practices

• 🎨Use Genie to guide you through each problem 

category tile

• 📈 Intelligent search capabilities 

• 🌏Straight out-of-the box, no extra configuration 

necessary

https://emojipedia.org/lock/
https://emojipedia.org/artist-palette/
https://emojipedia.org/chart-with-upwards-trend/
https://emojipedia.org/earth-globe-asia-australia/
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Thank you!
Feedbacks are important…

Tweet @_geniodelmale or send me an email ☺

LinkedIn.com/in/geniodelmale

Connect with me on LinkedIn


