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PROTECT DATA AND COMMUNICATIONS

Enable built-in encryption across resources
VIRTUAL MACHINES APPLICATIONS STORAGE & DATABASES

Azure Storage Service Encryption I B I

Azure Disk Encryption
SQL TDE/Always Encrypted

Encrypt data while in use

Azure confidential computing

Use delegated access to storage objects m

Shared Access Signature enables more granular access control

Use a key management system @
Keep keys in a hardware HSM/don’t store key in apps/GitHub

Monitor/audit key usage-pipe information into SIEM for Key & Certificate Management-
analysis/threat detection Azure Key Vault

Use Key Vault to enroll and automatically renew certificates

Use one Key Vault per security boundary/per app/per region
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APP SERVIGE DIAGNOSTICS

* An interactive and intelligent experience for self-
troubleshooting your app issues

* What does that actually mean!?

Home

. Diagnose and troubleshoot your app issues and

learn about best practices App Service Diagnostics

Use App Service Diagnostics to investigate how your app is performing,
diagnose issues, and discover how to improve your application. Select the
problem category that best matches the information or tool that you're
interested in:

® U G 1 1 d h h h bl Availability and Performance Configuration and Management SSL and Domains
se Genie to guide you through each problem
. Is your app experiencing downtime or Are you having issues with something that Having trouble with certificates and custom
Cate O r tl I e slowness? Click here to run a health checkup you configured specifically for your app? domains? Discover any issues related to SSL
g y to discover issues that may be affect your Find out if you misconfigured App Service certificates, authentication, and domain
app’s high availability, by either platform or features, such as backups, deployment slots, management.
app issues. and scaling.
4xx Errors | | SSL| | Domains | | Permissions
Health Check | | Downtime | | 5xx Errors Scaling  Swaps  Failed Backups ' IPs Auth| | Cert
o olle o 4xx Errors | | CPU | | Memory Migration
. Intell h bil
nte 18€ Nt searc capabillities
Best Practices Diagnostic Tools
Review suggestions for the optimal way to Having trouble with certificates and custom
configure your application so that it is highly domains? Discover any issues related to SSL
o available and ready for production. certificates, authentication, and domain

Straight out-of-the box, no extra configuration
necessary

AutoScale | Traffic Manager = AlwaysOn

ARR Affinity

management.

Profiler | | Memory Dump | | DaaS | | AutoHeal

Metrics
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Feedbacks are important...
Tweet @ geniodelmale or send me an email ©



