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aboutme

* Esperienza trentennale nel mondo ITC
ho sviluppato software per applicazioni scientifiche, mi occupo di

operation, supporto agli utenti, testing, automation e cloud.

* Dal 2014 parlo di docker e tecnologie cutting edge IT

ho iniziato con le VM nel 2002, con i container facilitati da docker e stato

amore al primo talk.

* Dal 2008 collaboro e contribuisco ad alcune community italiane per
diffondere tecnologie e cultura DevOps

sono allergico alla confort-zone e alla frase «si e fatto sempre cosi, perché

cambiare?»

* Nonostante il Covid sono qui di nuovo a mettermi in gioco.
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di cosa parliamo ?

* Cos’e Docker Desktop

rapida descrizione e ultime novita del prodotto

* Cos’e Rancher Desktop

veloce descrizione dei componenti e novita del pacchetto

e Docker vs Rancher

confronto tra i due contendeti

* Conclusioni/Takeaway
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Docker Features

* Multipiattaforma

* Sviluppo, testing, frontend infrastrutturale, ﬁ
Infrastruttura per usare DockerApp snyk

* Securable Supply Chain

* Integrato con qualsiasi prodotto DevOps ﬁ

* Integrato nei principali Cloud Pubblici
* Infrastruttura per lo sviluppo integrata con VSCode
e SoftwareBOM, Notary, Synk
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https://snyk.io/
https://www.cncf.io/projects/notary/
https://www.cisa.gov/sbom
https://ntia.gov/SBOM
https://code.visualstudio.com/docs/remote/remote-overview
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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Docker Desktop Architettura

Application
Code <[>
Managed Il ] Il iy
by | [m): arm/v6 E"[-§|-z:|;m-l;_7- m): arm64 [=): x86_64
Docker o B S S
Desktop @9 Docker Engine aemu (§)
Docker | :
? RpINEAKIT :
Desktop '-

~ Y»)) docker buildx 1s
NAME /NODE DRIVER/ENDPOINT STATUS PLATFORMS
default * docker

default default running linux/amd64, linux/arm64, linux/arm/v7, linux/
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Docker Desktop Scenari
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Management subnet
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Compile &
Publish bits

g Visual Studio

Local development PC
S (Windows 10 + Docker for Windows)
L4

Local Image Repository

Your app's bits
{_ docker pull
docker build docl r push ﬂpp
Your custom image Your custom image

MNET base image
SaL Server image

Windows Server Care
base image

g Docker Registry

(Docker Hub or Azure Container Registry)

-----------------------------------------------------------------

ll MET base image
SQL Server image

Windows Server Core
base image
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DEVOPS

LIFE CYCLE PHASES

v’ Development

Production
Environments
(Cloud or On-Prem.)

AN

Other base images

AE

I_\

Your app running in

a cantainer
e ﬁ
R
w
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Docker Desktop Extensions Marketplace
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# 2 ) apeetrana

Home
Containers
Images

Volumes

o b b 5 >

Extensions m

@ Add Extensions

Dev Environments (uai)

1L

Extensions Marketplace o reennacs =

Dacker Extendions enable pou Lo use third-party teals within Docker Deskrop 0 extend it functionality. Learn maore

Marketplace Installed

fb Ambassador Telepresance
Ambassadar Labks

AmbassaEarteloprese rnee-o o b e b rsarcil, 1.1

Imstantly bridge your workstation with Kubernetes clusters in the cloud. Test local changes
agairst remate dependandcies and share previews with your team,

a anchaore

Anchore Inc. - anchere/dacker-desktop-extensan:0Us.0

Cantent and security anakysis for container images

' Agua Trivy
LR '-ul"'l'l.'ll'r"'-u.":'nl'.l-'lrl"' . |1|'|II|1'=|"'|'I'I'|'-'F'-E Ok Er-gtEnsion 4, 2

Fun unlimited vulnerability scans against remoie or locally stored images, Understand any
security issues that may be present in images before you pull and use them

Find out how you can buikd your own extension here
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Docker Desktop Costi e Licensing

Our Docker Subscription Service Agreement includes a change to
the terms for Docker Desktop

¢ It remains free for small businesses (fewer than 250 employees
AND less than $10 million in annual revenue), persondl use,
education, and non-commercial open source projects.

e It requires a paid subscription (Pro, Team or Business), for as little
as $5 per user per month, for professional use in larger
businesses.

e The effective date of these terms is August 31, 202]. There is a
grace period until January 31, 2022 for those that will require a
paid subscription to use Docker Desktop.

e The Docker Pro, Docker Team, and Docker Business subscriptions
now include commercial use of Docker Desktop.

e Check out our FAQ for more information. Or read our latest blog.
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Docker Desktop Costi e Benefici

Personal Pro Team Business

Ideal for individual developers, education, Includes pro tools for individual developers Ideal for teams and includes capabilities Ideal for medium and large businesses
open source communities, and small who want to accelerate their productivity. for collaboration, productivity and security. who need centralized management and
businesses. advanced security capabilities.

$ 0 $ 5 [month $7 [user/month $ 2] [user/month

e Docker Desktop < Everything in Personal plus: < Everything in Pro, plus: < Everything in Team, plus:
e Unlimited public repositories * Docker Desktop e Docker Desktop e Hardened Docker Desktop
e Docker Engine + Kubernetes e Unlimited private repositories e Unlimited teams e Enhanced Container Isolation
e 200 image pulls per 6 hours » 5,000 image pulls per day * 15 concurrent builds » Settings management
e Unlimited scoped tokens e 5 concurrent builds ¢ Unlimited Hub vulnerability * Centralized management
e 300 Hub vulnerability scans scans * Registry Access Management
e Add users in bulk * Image Access Management
 Audit logs * Single Sign-On (SSO)

e SCIM user provisioning

¢ VDI support

* Purchase via invoice

* VVolume Pricing Available
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https://www.docker.com/pricing/
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Rancher Desktop
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Rancher Desktop

kubernetes container [
K3S

trefik H’E'ff.' Q
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Rancher Desktop

After Rancher Desktop is installed,
HELM
e Helm .
* kubect kubernetes containerfl
e nerdcti
e Docker Compose tretk Q docker
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Architettura Rancher Desktop (?(@CLOUD DAY 2022

Rancher Desktop Mac/Linux

I - |

| 1| [

| 1| [

| 1 [

| 1| [

nerdctl : - :
| Kubernetes (k3s) Lo Kubernetes (k3s) |

; | :

kubectl ._, I (
: containerd/dockerd : : containerd/dockerd :

; | :

| [

Helm | Lima/QEMU - Windows Subsystem |

| (Linux) : : for Linux v2 :

| 1| [

Docker CLI | - i

L )
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Port Forwarding (Traefik) & K3S Version Selector (?(H\E)CLOUD DAY 2022

RANCHER DESKTOP

General Port Forwarding

Port Forwarding

¥ Include Kubernetes services
Images

Troubleshooting
Namespace { Name Port Local Port

Diagnostics
default kubernetes https 51398

kube-system kube-dns dns 63944
O O Rancher Desktop - Preferences

kube-system kube-dns dns-tcp 63944
Preferences

kube-system kube-dns metrics

Applicati Kubernetes
kube-system metrics-server https pplication
& Enable Kubernetes

kube-system traefik web Virtual Machine

v1.25.2 (latest)
v Vv1.24.6 (stable)
Kubernetes v1.23.12
v1.22.15
v1.21.14
v1.20.15
v1.19.16
v1.18.20
v1.17.17
v1.16.15

Container Engine

v1.25.0
v1.24.4
v1.24.3
v1.24.2
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Scanner image vulnerabilities (?(H\E)CLOUD DAY 2022

RANCHER DESKTOP RANCHER DESKTOP

e Images ' Eeneral Scan details for 'ubuntu:latest'

Port Forwarding Port Forwarding Issues Found: 15 (MEDIUM:2 ) ( LOW: 13
rancher/klipper-helm v0.7.3-build20220613  b524fed05410

Images Images

Troubleshasting rancher/klipper-lb v0.3.5 b12bbec1f461 Troubleshooting Severity . Package Vulnerability ID ~ Installed Fixed

Diagnostics rancher/local-path-provisioner v0.0.21 fe8bc53debed : Diagnostics MEDIUM Y perl-base 5.34.0-3ubuntul 5.34.0-3ubuntul.1

1:1.2.11.dfsg-

rancher/mirrored-coredns-coredns 1.9.1 f40c41555cd4 : MEDIUMY zliblg 1:1.2.11.dfsg-2ubuntu?.1 o W0 o0

rancher/mirrored-library-busybox 1341 410fde8bl4ee Low coreutils 8.32-4.1ubuntul

Low gpev 2.2.27-3ubuntu2.1
rancher/mirrored-library-traefik 26.2 2ef507d0470e

Low libc-bin 2.35-Oubuntu3.1
rancher/mirrored-metrics-server v0.5.2 1d64d3e888a2

Low libcé 2.35-0ubuntu3.1
rancher/mirrored-pause 36 7d46a07936af : Low libncursesé 6.3-2

ubuntu d63f752103bb : Low libncurseswé

RANCHER DESKTOP

General Scan details for 'ubuntu:latest'

Port Forwarding Issues Found: 15 (PMEDIUM:2D ('LOW: 13

Images

Troubleshooting Severity { Package Vulnerability ID Installed Fixed

Diagnostics MEDIUM perl-base 5.34.0-3ubuntul 5.34.0-3ubuntul.1

CPAN 2.28 allows Signature Verification Bypass.
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https://avd.aquasec.com/nvd/2020/cve-2020-16156/
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Docker vs Rancher




(D CLOUD DAY 2022

Docker Desktop vs Rancher Desktop = ROl vs TCO

Docker Desktop

Build, push, and pull container images

Run stand-alone containers

open source
Initiative
Approved License

Test how workloads handle Kubernetes upgrade

LK L L L

Choose the version of Kubernetes you want X
X
X

Choose between containerd and dockerd
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Docker Desktop vs Rancher Desktop = ROl vs TCO

(
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UTILE NETTO

CAPITALE INVESTITO

)X 100

-20%

Purchase price

-80%
Hidden costs like

support, fixes,
failure and recovery
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Takeaway

* |a necessita per il team di sviluppo d’investire in un ambiente
comodo in cui prenda confidenza con il paradigma architetturale

della containerizzazione e orientato ai microservices.

 Rancheros valida alternativa in licenza Apache 2.0 su cui investire

per la flessibilita offerta e le potenzialita future.

* Docker soluzione comoda per le risorse fornite a fronte del
pagamento delle fee richieste, per la stabilita data dalla maturita

del prodotto, per il gran numero di prodotti in cui e integrato.
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Bibliografia

e Rancher

e Rancher Desktop

 Docker

* Getting started with Rancher Desktop, containerd and

K3S clusters

» [Webinar]: Rancher Desktop, A Replacement for Docker

Desktop
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https://www.rancher.com/products/rancher-desktop
https://docs.rancherdesktop.io/
https://www.docker.com/)
https://mulethunder.blog/2021/10/19/getting-started-with-rancher-desktop/
https://youtu.be/5SVw8KAdE7E
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Grazie!l
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