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At the beginning... Azure DevOps

-

Azure Boards Azure Pipelines Azure Repos

Deliver value to your users faster using Build, test, and deploy with CI/CD that Get unlimited, cloud-hosted private Git

proven agile tools to plan, track, and works with any language, platform, and repos and collaborate to build better

discuss work across your teams cloud. Connect to GitHub or any other Git code with pull requests and advanced
provider and deploy continuously file management

Azure Test Plans Azure Artifacts
Test and ship with confidence using Create, host, and share packages with
manual and exploratory testing tools your team, and add artifacts to your .
Cl/CD pipelines with a single click https.//azure.com/devops

#GLOBALAZURE



Microsoft acquires
GitHub for $7.5B

The planet’s largest BP-
developer platform ‘ 0

|V

= Microsoft

#GLOBALAZURE



Microsoft, trusted by enterprise development
teams for decades

Now committed to the world’s largest developer community

Azure DevOps GitHub

Empowering 1000s of enterprises The home of open source software
15+ years of developer innovation 50 million+ users



Cloud, On-Prem, or...

Both Azure DevOps and GitHub can be used in the cloud, or on-prem.
Not all the features are available in every version.

» Azure DevOps » GitHub Enterprise Cloud
» Azure DevOps Server » GitHub Enterprise Server
 GitHub AE

#GLOBALAZURE



Plan

Visual Studio (incl. GitHub extensions)
GitHub Repos

GitHub Issues & Projects { } Starter Templates

GitHub + Azure Boards Codespaces

GitHub Discussions Dependabot
Code & Secret Scanning

Azure DevTest Labs

-

GitHub Actions (incl. Cl/CD)

* GitHub + AKS

* GitHub + Azure App Service

* GitHub + Azure Key Vault

* GitHub + Azure Policy

* and more...

GitHub + Azure Pipelines

GitHub + Azure Resource Manager
GitHub Packages

GitHub + Azure AD
Azure Security Center
Azure Sentinel
Azure Monitor

GitHub Insights

Operate




GitHub Issues & Projects

Project management, made simple

Start with an issue
Create an issue to suggest a new idea or track a

bug. Then organize and assign tasks to your team.

Link issues and pull requests
Track updates to your project without

complicating your workflow by crosslinking
between issues and pull requests anywhere in
your GitHub organization.

See your work take shape with Projects
Visualize all of your work and prioritize it right

alongside your code with projects boards. See
what tasks are planned or in-progress, either in a
repository or across your organization.

o [E| SmartTractor Projects Soil Data V1

sex Backlog 13 s + ¥ InProgress 6 95 -
Collect satellite data and 1 Crawl tractor engine data
deliver to farmers (John Deere)
Added by Sam #68801 opened by Melinda
Launch Plan [1 Performance updates for

data script

Added by Sam #71011 opened by Sam
Ul for accessing app on User testing with farmers in
tractor screen China
Added by Vijay Added by Eddie
Fix CSV rendering Figure out

Share farms' soil moisture
cata

Added by Eddie

Added by Emily

Added by Sophie

File sharing permissions



GitHub loves Azure Boards
Advanced project planning and trackinc

& BUC 2827

2627 Home Page Crashed

4® Dave Burnison ¥ 0 comments

Connected from idea to release

Track all your ideas at every development stage and
keep your team aligned with all GitHub commits

Repro Steps

2019-08-26 Bug filed on "Home Page should say, "Better Together
9:01 PM GitHub and Azure DevOps!™

and pull requests, which can be linked directly to

Step Result Title
no.

Azure Boards work items.

1. Passed ote
° ° https://dotnetcorefromgithubonappservice.azurewebsites.net
Scales to visualize all your work o
o . Review Home Page Text.
Make all your work visible and control work-in- :
Expected Result
prOgreSS USIng a pre'Conflgured Kanban board, Text in the middle of the page should be:
Better Together GitHub and Azure DevOps!
whether you're working within 1 GitHub Repo, 100, S
Comments: Something bombed.
Or more. Attachment(s):
Scrum ready, out-of-the-box —

Use built-in scrum boards and agile planning tools

Browser - Language en-Us

to help your teams run sprints, stand-ups, and
estimation against capacity.

Resolved Area DotNetCoreFromGitHubOnAppService
Reason 2 Fixed teratior DotNetCoreFromGitHubOnAppService\lteration 1

Planning

Effort (Hours)

Requirement

@ Follow

Development

+ Add link

Related Work

+ Add link ~
Tested By

System Info




GitHub Discussions e
Join the conversation for better planning

Open conversations about code and
community
New threaded discussion format makes it easy to

brainstorm feature ideas, help new users get their
bearings, and collaborate on software.

Perfect for Q&A

Questions can be marked as answered, so over
time a community’s knowledge base grows
naturally.

Familiar GitHub experience
Discussions live directly in your GitHub project

repository, so they're accessible where your
community Is already working together.

O ea Pull requests Issues Marketplace Explore

zeit / next.js ® Texts 0

Issues 305 Discussions 123 Pull requests 20 Actions Wik Security nsights

{; sophshep p 1 2 day ]
l.w. How to change server-rendered

i’ S
components:
| am creating an application that changes the components displayed on mobile and PC. | want to make
the code as common as possible, so | want to work with the same code base.
Is there a way to change the server rendering component depending on the device?
D
| use express for a custom server. Pa
~ 6 + 0 .

broccolini swered 2 day
Here's an example:
import React, { Component } from "react”;

import { withStyles )} from "@Pmaterial-ui/core/styles”;

import Typography from “@material-ui/core/Typography”;
import MobileDetect from “mobile-detect”;

import Card from “../components/card”;

export default withStyles(styles)(Index);

v Answer ~N 6 ¢ 0

l‘} sophshep replied

\ A Is there a way to change the server rendering component depending on the device?

~ 6 + 0

x; sophshep replied
‘ -

Is there a way to change the server rendering component depending on the device?



Develop

/ Visual Studio (incl. GitHub extensich\)
GitHub Repos
GitHub Issues & Projects { } Starter Templates
GitHub + Azure Boards Codespaces
GitHub Discussions . Develop Dependabot

Code & Secret Scanning
Azure DevTest Labs /

GitHub Actions (incl. Cl/CD)

* GitHub + AKS

* GitHub + Azure App Service

* GitHub + Azure Key Vault

* GitHub + Azure Policy

* and more...

GitHub + Azure Pipelines

GitHub + Azure Resource Manager
GitHub Packages

GitHub + Azure AD
Azure Security Center
Azure Sentinel

Azure Monitor
GitHub Insights

Operate




Codespaces s

Instant dev environments, running on

Azure

Code without compromise
Code, build, test, debug, and deploy with a complete

development environment in your browser, running
on Azure.

Simplify your workflow
Automatically set up dependencies and SSH keys.

Go from code to commit faster on any project.

Extend and customize
Configure your editor with dotfiles and VS Code

extensions to create a consistent environment in
every Codespace.

https.//qithub.com/features/codespaces

I £)

I

EXPLORER

OPEN EDITORS
index.js
App.ts
VISITOR-APP [CODESPACES])

.github

.babelrc

= re('expre )
patl req (‘path');
Pi SXpr ()
bodyParser require( 'body-p )
req e('pg').Pool
httg ] e('http')
app (expres (patt e d'))
app (bodyPar encoded({ jed )
app (bodyPar ())
app.c ( ) {
res patl Ime, ild jex.ht
3);
app.get(*/visits/day', |( : ) => {
pool.query( SELECT = FROM visits WHERE created_at >
, r)
err
p 1tus (200). ( L
3
)
pp.get(*/visits/week', | : ) => {
pool.query( SELECT = FROM visits WHERE created_at >

A github.com

App.ts

DEBUG CONSOLE TERMINAL

) S npm run dev

er on port 3000...



https://github.com/features/codespaces

De pe n d a bOt A We found potential security vulnerabilities in your dependencies.

. You can see this message because you have been granted access to security
Automatically update vulnerable e e e e
dependencies

Automated pull requests for security updates dependabor

Dependabot security updates keep your projects secure
and up to date by monitoring them for vulnerable X

Release notes
components. If a vulnerability is found, we'll automatically > Changelog

» Commits

Bumps $PROJECT from 1.3.37 to 1.4.0.

open a pull request with suggested fixes.

I nteg ra ted With d eve I 0 pe r WO rkfl OW Dependabot will resolve any conflicts with this PR as long as you don't alter it
.« . . . yourself. You can also trigger a rebase manually by commenting
Dependabot is integrated directly into the developer adependabot rebase.

workflow for a frictionless experience and faster fixes.

» Dependabot commands and options

Rich vulnerability data @ A checks have passe
GitHub tracks vulnerabilities in packages from supported . @ e

package managers using data from security researchers, v (@) e

maintainers, and the National Vulnerability Database— v (@ puisn

iIncluding release notes, changelog entries, and commit @ This branch has no conficts with the base branch

details. All discoverable in the GitHub Advisory Database.

Merge pull request A You can also open this in GitHub Desktop or view command line instructions.

https.//qithub.com/features/security



https://github.com/features/security

Code Scanning
Preventing vulnerabilities from the start

Find and fix vulnerabilities fast
Find and fix vulnerabilities before they are merged

Into the code base with automated CodeQL scans

Community of top security experts
Your projects are powered by world-class security

teams. Use queries created by the security
community in your projects.

Integrated with developer the workflow
Integrate security results directly into the

developer workflow for a frictionless experience
and faster development

https://qgithub.com/features/security

Pull requests Issues Marketplace Explore

github / lgtmi rrivate ® watch~ 42

Code Issues 1 il Pull requests 1 Actions Projects 0 Security Insights Settine

Allow the webhook to send a base64 gzip sarif file #33

arthurnn wants to merge 2 commits into master from arthurnn/zip_base6d [Fa
(.4 Conversation 2 o Commits 3 B, Checks a4 [£) Files changed 2

Changes from all commits ~ File filter...+ Jumpto..~ &}~ 0/ 2 files viewed

w 17 app/controllers/webhooks_controller.rb ’:l

b3 @2 -14,7 +14,11 @@ def create
commit_oid payload.dig(:check_run, :head_sha)

repo_id = payload.dig(:repository, :id)

- sarif_json = JSON.parse(check_run["text"])
peg.Ln

+ sarif_json = parse_check_run_payload_text_as_json(check_run)

X [w] github / ruby-queries
Improper Neutralization of Directives in Dynamically Evaluated Code

The software receives input from an upstream component, but it does not neutralize or incorrectly

neutralizes code syntax before using the input in a dynamic evaluation call

Show paths Resolve -
+ rescue
raise A er::BadRequest, "The check run text is not a JSOM text nor a ba
end

nResult.import_sarif(sarif_json, commit_oid: commit_oid, repository_id: repo_i
end
head :accepted

ﬂi @@ -27,6 +31,17 @@ def create

private


https://github.com/features/security

Secret Scanning

Keeping your Azure secrets, a secret

|ldentifies secrets as early as possible
Finds secrets (including Azure secrets) the moment

they are pushed to GitHub and immediately
notifies developers when they are found.

Community of secret scanning partners
For every commit made to your repository and its

full git history, we'll look for secret formats from
secret scanning partners

Supports both public and private repos

Secret scanning watches both public and private
repos for potential secret vulnerabilities.

https://qgithub.com/features/security

o Search or jump to... Pull requests Issues Workspaces Marketplace Explore

Anthophila / cagesellchen_private_token_scanning Pprivate ©® Watch~ 2 % Star

Code Issues 0 Pull requests 0 Actions Projects 0 Wik W) Security 6 Insights

# Overview Samsara APl Access Token

GitHub detected 11 days ago
(@ Security policy

Details Files 2

W) Security advisories 0
GitHub detected 11 days ago
+ Dependency alerts 0 ) . , .
[« i y We noticed that a Samsara APl Access Token was committed to this repository.
If this secret is valid, we recommend that you revoke and rotate it. Committed secrets can
<> Code scanning alerts 0 anyone with read access to your code, potentially resulting in unauthorized access to the s
Ignore.txt
A Secrets 6 Line 3 in 1ae5b53

Samsara Oauth 2 Token Test: gzUd(QrDwW:55556:1aZb3cdd5e

Samsara API Token Test: samsara_api_botT97A053babT@1mngpAb9@1kbdLpl

@ Firstinstance of secret detected

lﬂ' Create ignore.txt

® More instances of secret detected

¥ Update README.md

o Resolve this secret

Once you've revoked this secret, mark it revoked here. You can also report this

result as a false []DSitWE, Won't fi}:, ar a |GW-FiSHﬂESIiH :
Secret has been revoked

False positive
Low risk [ Used for testing
Won't fix

© 2020 GitHub, Inc. Terms Privacy Security Status Help Report bug Contact GitHub  Pricing API
Site admin mode on


https://github.com/features/security

L Dashboard * DevTest Labs

Azure DevTest Labs

Create a3 resource DEUTE‘S‘t Labs

Fast, easy, and agile dev and test X Home e T e
" " [ Dashboard
enVI ro n ments I n Azu re _ s Subscriptions: Visual Studio Ultimate with MSDN - Dc
= All services Subscription settings
FAVORITES Filter by name All resource groups

FaSt pl‘OViSiOﬂing (¥*] Resource groups 0 items
Set up VMs in a few clicks, while leveraging

reusable templates, custom images, and formulas.

All resources NAME
L) Recent
d Virtual machines

Subscnptions

Automation & self-service
Centrally manage dev environments across teams

and conduct compatibility and automated testing.

Monitor
Help + support
¥ Advisor

" Cost Management + Billing

Cost controls and governance
Minimize waste with quotas and policies, while

minimizing cost with automated shutdowns.

Ly

Azure Active Directory
&} | ab Accounts

: Event Hubs

"'_"" DevTest Labs

http://aka.ms/azuredevtestlabs



http://aka.ms/azuredevtestlabs

Deliver

GitHub Issues & Projects
GitHub + Azure Boards
GitHub Discussions

-

GitHub + Azure AD
Azure Security Center
Azure Sentinel

Azure Monitor
GitHub Insights

Operate

L)

Visual Studio (incl. GitHub extensions)
GitHub Repos

Starter Templates
Codespaces
Dependabot

Code & Secret Scanning
Azure DevTest Labs

GitHub Actions (incl. Cl/CD)

Git
Git
Git

GitHub + AKS

GitHub + Azure App Service
GitHub + Azure Key Vault
GitHub + Azure Policy

and more...

Hub + Azure Pipelines

Hub + Azure Resource Manager

Hub Packages

~

v




GitHub Actions
Automate anything, including CI/CD

Accelerate delivery through
automation

Automation triggers for 20+ project events
allows for workflow automation beyond just
Cl/CD to any available API

Simple and easy to use

Configuration based on YAML with a host of
sample workflows to learn from and get started

Global community for actions

Thousands of open source Actions, maintained
by the community and by companies offering
integrations, including Microsoft Azure

Code Issues 426 Pull requests 43 © Actions F

o [ASDisplayNode] Resolve background color using

O 780f61le9

v Yoo Cl / Build Texture as

on: push succeeded 5 hours ago

v Build and run tests Set up job

Build Texture as a dynam... Checkout the |

Build Texture as a static li... Run build scrif

» Run ./bui
Verify that Carthage works 5 Verifying

Capabi
Build examples (example... this, sele

CocoaPods'
Build examples (example... & » Processi
Compiling
Compiling
Compiling
[umpilini
Compiling
Compiling
Compiling
Compiling
Compiline
Compiling

=

Build examples (example...

Build examples (example...

..
» 25 Cl

on: push

¥ ¥ T ¥ ¥ T L ¥ T ¥



GitHub loves Azure Pipelines
Advanced cloud-hosted CI/CD pipeline

© #20200413.2 Merge pull request #24 from DaveBurnisonMS/Features/UpdateSubsidiaryName

Any language, platform or cloud

Build, test, and deploy Nodejs, Python, Java, PHP,
Ruby, Go, C/C++, C#, Android, and i0S apps. Run in
parallel on Linux, macOS, and Windows. Deploy to
cloud providers like Azure, AWS, and GCP. Distribute N | @ e
mobile apps through beta channels and app stores.

s b 4 DB + B O

Deep Integration between GitHub and .

Azure Pipelines
Track which code changes have been deployed to -

each stage in your pipeline. oo exm ow  erw

Advanced workflows and features

Easy build chaining and multi-phased builds. Support
for YAML, test integration, release gates, reporting,
and more.

https://github.com/marketplace/azure-pipelines



https://github.com/marketplace/azure-pipelines

GitHub Packages

Host your packages and code in one pla

Pull requests Issues Marketplace Explore

Authentication and permissions github / details-dialog-element @wnn~ | 31 | [ devwr | 320 | [ ¥rork | 20
Store your packages that inherit permissions in the > Codo

same secure environment as your source code, all

protected by your GitHub credentials. < details-dialog-element 1.0 e

Discover public and private packages o

Explore and reuse your organization’s private

packages alongside public packages in GitHub. e E

Package insights B

Find packages hosted on GitHub that include all the o

information you need: package contents, download port. *details-dialog-element

statistics, version history, and more.

https://qithub.com/features/packages



https://github.com/features/packages

Operate

Visual Studio (incl. GitHub extensions)
GitHub Repos

GitHub Issues & Projects { } Starter Templates

GitHub + Azure Boards Codespaces

GitHub Discussions Dependabot

Code & Secret Scanning

Azure DevTest Labs

-

GitHub Actions (incl. Cl/CD)

* GitHub + AKS

* GitHub + Azure App Service

* GitHub + Azure Key Vault

* GitHub + Azure Policy

* and more...

GitHub + Azure Pipelines

GitHub + Azure Resource Manager
GitHub Packages

/GitHub + Azure AD
Azure Security Center
Azure Sentinel
Azure Monitor
\GitHub Insights

Operate




GitHub loves Azure AD
Synchronize GitHub Users with Azure AD

O GitHub

w Teams 12

Create new team

Team name

Enforce a secure workplace identity
Automatically provision and de-provision user

accounts from Azure AD to GitHub to enforce a
secure workplace identity.

Description

Parent team

Leverage your existing Azure AD

Select parent team «~

Azure AD groups

solution

Azure AD provisioning allows GitHub customers
to leverage their existing Azure AD solution for
group membership so that their administrators
and developers can focus on their application
development.

Select Azure AD group «

Select AAD group

Improve auditability and security

Azure AD synchronization capability enables
customers to reduce their administrative time,
Improve auditability, and increase user security.




GitHub Insights

Development metrics that matter

Get research-backed guidance
Make sure what you're measuring is making a

difference with actionable, helpful, and impactful
KPls validated by the GitHub community

See progress in real-time
Visualize current activity, get up-to-date

snapshots, and understand how your team
collaborates as quickly as the work happens.

Ship faster through better process

Measure every step of your development process
so teams can make decisions that shorten cycles
and speed time to market.

https://qgithub.com/features/insights

() Insights

Code review turnaround time

Average time period between the open action and the next action of pull requests over time
"R A - ®
e
® @
s ®
. ]
o ° @ ‘
® ~' & ..
® ®
@
L]
High Low Average
® Current 4 days, 1 hr Nov 26 1 min Nov 27 14 hrs  Nov 15-Nov
Previous 2 days, 13 hrs Nov 4 1 min Nov 6 4 hrs Oct 30-Nov

Pending review requests

Reviewer Pull Request Requester

I jane ﬂ bob

[github/insights-client#2091] #2082: Primer settings enter...



https://github.com/features/insights
https://github.com/features/insights

Azure DevOps & GitHub... Better together! %

Azure Boards

Deliver value to your users faster using
proven agile tools to plan, track, and
discuss work across your teams.

Azure test plans

Test and ship with confidence using
manual and exploratory testing tools.

w

Azure Pipelines & GitHub Actions

Build, test, and deploy with CI/CD that
works with any language, platform, and
cloud. Connect to GitHub or any other Git
provider and deploy continuously.

GitHub Actions can be also used for
Automation, apart from CI/CD.

o o
SOy
.o

Azure Artifacts & GitHub Packages

Create, host, and share packages with
your team, and add artifacts to your

Cl/CD pipelines.

GitHub Packages can be used as Container
Images registry,

3%

= 0O

Azure Repos

Cloud-hosted private and public Git
repos with pull requests and advanced
file management.

GitHub Repos

Home to the most important open-
source projects on the planet.

https://github.com/features
https://azure.com/devops

#GLOBALAZURE



Marketplace & Roadmap...

Both Azure DevOps and GitHub have a marketplace full of extensions.
Both have a defined roadmap for the next years.

+ Extensions for Visual Studio » Marketplace - Tools to improve
family of products | Visual Studio  your workflow - GitHub
Marketplace » Projects - github/roadmap -

 Azure DevOps Feature Timeline | GitHub
Microsoft Docs . GitHub Changelog

Microsoft DevOps Stories
HGLOBALAZURE


https://marketplace.visualstudio.com/azuredevops
https://docs.microsoft.com/en-us/azure/devops/release-notes/features-timeline
https://github.com/marketplace
https://github.com/github/roadmap/projects
https://github.blog/changelog/
https://azure.microsoft.com/en-us/solutions/devops/devops-at-microsoft/

16 APRILE 2021 VIRTUAL EVENT

THANK YOU!!!

Lorenzo Barbieri

Cloud Solution Architect
lorenzo.barbieri@microsoft.com
https://publicspeaking.dev
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