MISCO1 - Fiddler,
guesto sconosciuto

A‘w ‘ \\o“tbb!’k
2‘?&%& Monitor] "9

PC
37/
carmine.punella@gmail.com - @cpunella

Carmine Punella

Development engineer @ modomodo
\e
W “ E 4 Microsoft MVP

C Remele

i@ Server /
Nz il Fo Da‘thb&‘)e ‘-4’

#CDays14 — Milano 25, 26 e 27 Febbraio 2014

é' CommunityDays.it



Grazie a

icubed

WPC

Encnilich

N \
|I=I stackoverflow

= (aE

::a aspitalia.com %‘:Dumusﬂﬂtl‘det DotDotMNet i

E"E}, _nezzﬁslaﬂd L dﬂtﬁEt

Liguria

F e

dJdot b DotNetSide

MARDHE

(»° 1nnOva

#CDays14 — Milano 25, 26 e 27 Febbraio 2014

Italian C++
smald Community

Visual Basic tipsftricks

' CommunityDays.it

£
R


http://www.aspitalia.com/
http://www.domusdotnet.org/
http://www.dotdotnet.org/
http://www.dotnetcampania.org/
http://www.dotnetliguria.net/
http://www.dotnetside.org/
http://www.ugidotnet.org/

Agenda

Da dove iniziare

Il traffico nelle nostre mani
- Monitoring
- Analysis
- Manipulation

HTTPS

Varie ed eventuali
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Da dove Iniziare
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Installiamolo

- E' Free: scaricabile da qui:
- Ci sono due versioni .NET 2/ 4
- Disponibile anche per Mac e Linux (Mono)

- Richiede almeno 512MB di Ram (2GB consigliati)
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http://www.telerik.com/fiddler

Primo sguardo

Fiddler Web Debugger

— )

=] Gallery PerfScore

(@) statistics I# Inspectors
Request Count: 264
uUnique Hosts: 4
Bytes Sent: 178,200
Eytes Received: 4,188,521

“5) FiddlerScript

ACTUAL PERFORMANCE

Requests started at:
Responses completed at:
Sequence (clock) duration:
Aggregate sSession duration:
DNS Lookup tTime:

TCP/IP Connect duration:
HTTPS Handshake duration:

Copy this chart

[ Filters
4 AutoResponder

{headers:140,477;
{headers:79,577;

05:
05:
00: 00:
00:00:
41ims

1,561ms
3,0239ms

Collapse Chart

26:
37:

£2.210
28.594
36.3837891
34.682

Keep: All sessions = 633 Any Process 38 Find [ Save | B8] (&) @ Browse - <@k Clear Cache [T TextWizard

E Log

# Composer

= Timeline
Differ

body:37,723)
body:4,108,344)

File Edit PRules Tools WYiew Help ContentBlock
2% Wing Config ) % Replay % - b Go | § Stream 3 Decode
# Result Prot.. Host URL =
€h2 HTTP fiddlercap. fiddler:8883  AWelcomePage. htm
€¥3 HTTP fiddlercap. fiddler:8383  ffavicon.ico
S HTTP Tu o 3
=5 HTTP Tu to  urs. oft.com:443
=1 HTTPS urs.microsoft.com  furs.asmx?MSURS-Client-Key=flzaGI8uuest:
HTTPS urs.microsoft.com  furs.asmx?MSURS-Client-Key=Mabsi4lgd2y
200 HTTP Tunnel to vs4orm2011.crm5test. sitecore.net: 443
200 HTTPS  ws4crm201l.omStest.site...  [TestLos2/XRMServices 2011 /Organization.
200 HTTPS  ws4orm2011.crmStest.site...  [Testlos2fXRMServices 2011/Organization.
200 HTTPS  ws4crm2011.crmStest.site...  [TestLos2/XRMServices/2011/Organization.
200 HTTPS  ws4crm2011.crmStest.site...  [TestLos2/XRMServices/2011/Organization.
200 HTTPS  ws4crm201l.omStest.site...  [TestLos2/XRMServices 2011 /Organization.
200 HTTPS  ws4orm2011.crmStest.site...  [Testlos2fXRMServices 2011/Organization.
200 HTTP Tunnel to ws4crm2011. arm5Stest. sitecore. net: 443
01 HTTPS  ws4crm2011.crmStest.site... [TestlosZ/main.aspx
¢ -. 0 HTTPS  ws4crm201l.omStest.site... [TestLos2/main.aspx
v HTTPS  ws4crm2011.crmStest.site...  [Testlos2{main.aspx
h HTTPS  ws4corm2011.crmStest.site...  [Testlos2/_common/styles/fonts. css.aspx?l
] J— Tunnel to vedarma0il.crm
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Quando usare Fiddler

- Ho bisogno di vedere il traffico web di un browser, un servizio o anche
di un device

- Devo modificare una request/respone
- Devo decriptare una richiesta in HTTPs
- Ho bisogno di lavorare offline

- Devo gestire in automatico delle risposte, filtrarle, sostituire I'host per
puntare su un altro server

- Voglio sviluppare software piu robusto
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Quando no

- Debuggare richieste con un protocollo diverso da HTTP/FTP
- Controllare richieste molto grandi, perche lavora in memoria (max 2GB)

- Rimuovere magicamente i bug per te ©
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TRAFFIC COMPOSER TRAFFIC

MONITORING ANALYSIS

PERFORMANCE
ADD-ONS TOOL

TRAFFIC

MANIPULATION EXTENSIBILITY
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| traffico nelle nostre
mani
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Traffic Monitoring
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Architettura
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Usando i device

PC

Mac

Tablets

' CommunityDays.i
Phones

#CDays14 — Milano 25, 26 e 27 Febbraio 2014

&/



Windows Phone Emulator

- Abilitare la possibilita di connessione da pc remote (Tools—>
Connections)

- Lanciare il comando
- prefs set fiddler.network.proxy.registrationhostname HostName

Post
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http://dotnetlombardia.org/b/remixx/archive/2011/11/12/fiddler-e-l-emulatore-di-windows-phone-7.aspx

Windows Phone

SETTINGS EDIT NETWORK

W I - F I Network name

mmwifi (WPA2)

Wi-Fi networking
On Proxy

On :l

Server/URL

7 m :

P find nearby Wi-Fi

advanced
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Windows Store APP

T3 (¥] AppContainer Loopback Exemption Utility - B

L b
[ L -

For security and reliability reasons, Windows & blocks apps from sending network traffic to the local computer.
. . This utility enables remaoval of this restriction for debugging purposes.
File Edit Rules

g - - — 3 Refresh Exemnpt All Exempt Mone Learn more...
an h‘fﬁlrlﬂﬂ Config A

) DisplayMarme Description Package AC Name ACSID AC User(s)
Lﬂ} Video Video Micros...  Microso...  5-1-13-2-2967...  Eric; Jang Joe: Mo,
Weather Weather App Micros...  Microso...  5-1-13-2-2040...  Eric; Jane Joe: Mo,
Wikipedia Wikipedia Wikim... Wikime... 5-1-13-2-2616.. 5-1-3-21-2127521.
Wordament Wordament Micros...  Microso...  5-1-13-2-3246...  5-1-3-21-2127321.
XAMLWeb KAMLWeb ab8bec... ab86ech.. 5-1-15-2-3139.. 5-1-3-21-2127321.
microsoftwindows.a... microsoftwindow... (Mo Pa.. microso.. 5-1-15-2-2730..  5-1-3-21-2127521.
windows_ie_ac_001 Created by |E (Mo Pa... window... 5-1-15-2-1430... Eric: Guest: Jane: J,
windows_ie_ac_122 Created by [E (Mo Pa... window... 5-1-15-2-2423... TELERIK\lawrence ¥
Pyt < >
m. Refreshed AppContainer information at 1:44:19 PM.
8
wd
Ll
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.NET Applications

<configuration>
<system.net>
<defaultProxy>
<proxy bypassonlocal="false"
usesystemdefault="false"
proxyaddress=
"http://127.0.0.1:8888" />
</defaultProxy>
</system.net>
</configuration>
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Trattic Analysis
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Confrontare due sessioni

Web Sessions

Host | URL Bt

Decode Selected Sessions
AsText
Refresh Selected Sessions

www.ysgyfarno,..  jutilities/mow

S=1[ES

File Edit View Expand Options Mark Help
v AutoScroll Session List
As1_1.k<t: As2 6. txl|C \Documents and Settings\ericlawiLocal Settings\Temporary Internet Files\S1_1.t
gy 91 <l <hr/»<font face="Uerdana” size="2"><{b>Your browser sent the Ffollowinog Copy
== > <hr/><font face="Uerdana" size="2"><b>Your browser sent the following Save
| e MPIUIE?WEH?L L
i Fiddler Options B
i i Tools
- Type = Firefox: General | HTTPS | Connections | Gateway | Appearance | Extensions
1 > Hame = Firefox i
| | > Uersion = 3.5.: Text Editor: |notepad.exe —
= > Major Uersion : -
I Minor Uersion : FiddlerScriptEditor: |notepad. exe
q7 Platform = Winl
] 98 Is Beta = Fals: File Diff Tonl: |C:\Program Files (x88)\Beyond Compare 3\BCompare.exe
< |
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Filtrare il traffico

[] Hide traffic from Service Host

["] Break request on POST [] Break request on GET with query string

- Ignorare immagini e connessioni protette
[] show only traffic fram
- In base all' Application Type e e
[] show only if URL cantains
* In base all'host Sl
[] Set request header
- In base al processo S—
[] Break on XMLHttpRequest

Tramite le n..mila regole che si S

Response Status Code
[ Hide success (Do) [ Hide non-2x
I:‘ Hide redirects (300,301,302,303,307)

possono specificare nel tab Filter ©

Show all Content-Types W
[] Hide smaller than 1 | KB
[] Hide larger than 1 S| KB

Response Headers

[] Flagresponsesthat setcookies
[] Flag responses with header
[] Deleteresponse header

[] 5et response header
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[] Hide Authentication demands (401,407)
[] Hide Not Modified (304)

[] Time HeatMap [ | Black scriptfiles
[] Blackimagefiles
[] Black SWF files
[] Block cssfiles



Analizzarlo

# Result Host URL Body Caching

@ Statistics Iig Inspectors I # AutoResponder I ' Composer | 5% Fiddlerscript Filters I [El Leg I_— Timeline

codeplanet.io  fprinciples-good-restful-api-design/ EequestIcounC I

codeplanet.io  fwp-content/themesfcodeplanet/bootstrap.css 4§ BEytes Sent: 20.019 (headers:20.019; body:0)
. . . . . . Bytes Received: 637.012 (headers:15.189; body:621.823)
codeplanet.io  fwp-indudes/isfiquery figuery-migrate.min

codeplanet.io  jwp-contentjthemesjcodeplanet/style.css?ver=3.8.1 J ACTUAL PERFORMANCE

codeplanetio  fwp-content/plugins/crayon-syntax-highlighter ffonts/monaco. css?ver=2.4.3 J Requests started at: 15:45:48.118
:odeplanet‘!o )‘wp—qndudesﬁs}@mment—rep‘y.mln.]sj.’ve.r 3.8.1 . g::sgﬂzgscg?ﬂgl‘;tgﬂrg;un: ég gg gg ?s%
codeplanet.io  jwp-content/plugins crayon-syntax-highlighter fcss/minjcrayon.min. css?ver =2.4.3 Aggregate Sessipn duration: 00i00:21.943
codeplanet.io  fwp-contentjplugins,wp-about-author fwp-about-author.css?ver =3.8. 1 1 ?’ggjligugggn;::'geaurati on: 3553_'3;“5
codeplanet.io  fwp-content/plugins/carayon-syntax-highlighter fthemes/tomorrow-night/tomorrow-night. css....
codeplanet.io  fwp-indudes/fisfiqueryfiquery.js?ver=1.10.2
codeplanetio  fwp-content/themesjcodeplanetfimages/CodePlanetiogo.png
use.typekit.net  fvczOypr.js public, ...
codeplanet.io  fwp-content/plugins/crayon-syntax-highlighter fjs min/crayon.min.js?ver =2.4.3
codeplanet.io  fwp-content/themes fcodeplanet/js /skip-ink-focus-fix js?ver=20130115 3 2 [ text/cs
Tunnel to  urs.microsoft. com:443 application/x-javascrip
l.gravatar.com [favatar/9171705459b4dfd 18c8badc3cfo0acfa?s=1008d=http%3A%2F %2F L.gravatar.co... max-ag... s,ﬁ:; é?;’:
l.gravatar.com [avatar/9171705459b4dfd 18c8badc3cfE0acfa?s=1258d=http%3A%2F %2F L.aravatar.co... Max-ag... text/;g\a/gse::’aes
l.gravatar.com [avatar fff760f3896b0449eca7d5fe57d 10c2437s=1258d=htlp%%:3A%2F %2F L.aravatar.co... WEVS- RN app1ication/vnd.ms—-Fontobjec
codeplanet.io  fwp-content/plugins fwp-about-author fimages fbwitter.png i ;;ggg%g
l.gravatar.com [avatar/1a8bef1cd88bf70217e8b 16aff3b307a?s=1258d=http¥%3A%2F %2F L.gravatar.co... max-ag
1l.gravatar.com [avatar/58b801e06786585078d3f0b 1bb3424a4?s=1258d=http%%:3A%2F%2F 1.gravatar.c... max-ag... t REQUESTS PER HOST
l.gravatar.com [favatar/9171705459b4dfd 18c8badc3cfo0acta? 48d =http ¥%:3A%2F % 2F 1.gravatar.com.... . max-ag codeplanet.io: 22

O.gravatar.com javatar/c41774bd27fb7e396f2a7400f06496 29875 — 1258d —http3A % 2F%2F0. gravatar.co. . 3 max-ag.. ;g?gﬁg‘é:ﬁgm X

RESPONSE CODES

O.gravatar.com (favatar/08ff8754a9145694da7f956d41a606de?s=1258d =http %34 % 2F %2F0. gravatar.co. .. 39 max-ag urs.microsoft.com: 2
. . o . . use.typekit.net: 2
codeplanet.io  jwp-ndudesimages/smiies/icon_smile.gif e iy b I
l.gravatar.com favatar/1fb67ccd 10b0e 263fdada0 184f292bf975=1258d =http %34 %2F %2F L.gravatar.co... max-ag... p.typekit.net: 1

l.gravatar.com [avatar/dff8263515d80592f7b4de 79488481977 =1258d =http%3A%2F %2F 1.gravatar. co. ... max-ag...
O.gravatar.com favatarf6c3107aadf495846f3557688a40 1850375 =1258d =http %34 % 2F %2F0. gravatar.co. .. max-ag... t E DWIDE PERFORMANCE
codeplanet.io  fwp-content/themes/codeplanet/images/twitter.png The following are VERY rough estimates of download times when hitting servers based in seattle.
codeplanetio  fwp-contentjthemesfcodeplanetfimages/facebook.png
codeplanet.io  jwp-content/themesjcodeplanetfimages youtube.png

US west Coast (Modem - &KB/sec)
RTT: 4,30

codeplanet.io  fwp-content/themes jcodeplanetfimages/google +.png Elapsed: 113,305
l.gravatar.com favatar/ad516503a1lcdS5ca435accobb65235: 1 LEVEELNE Japan [/ Northern Europe (Modem)
l.gravatar.com [avatarfad516503allcdSca435acc9bbo5235367s: . max-ag Eﬂésed: e rES

l.gravatar.com favatarfad516503allcdSca435acc9bbs5235: i max-ag

e - e China (modem)
O.gravatar.com favatar/ad516503a1lcdSca435acc9bbs5235: max-ag RTT: 19,355
use.typekit.net  jcf2395d5 /museo-slab:n5,myriad-pro:id:i 7:ndn 7. WHT:N: 2,XcB:M: 2, Xc3:N: 2, XcH:N: 2, Xc0:N. .. public, ... Flansad: 128 3E=

codeplanet.io  fwp-content/plugins/arayon-syntax-highlighter /fonts /monaco/monaco-webfont.eat? Collapse Chart

codeplanet.io  fwp-content/plugins/arayon-syntax-highlighter /css images ftoolbar,/buttons.png
p.typekit.net /p.gif?s=18k=vcz0ypraéht=tkEh=codeplanet.io&f=5846.6851.6848.6847. 203085 =635009. max-ag
www.google-analytics.com  foollect?v=18&_v=j168a=781936179&t=pageviews_s=18d =http3:3A%2F%2Fcodeplane private.
codeplanetio  fwp-content/plugins/aayon-syntax-highlighter /cssimages toolbar /buttons @2x.png
Tunnel to  urs.microsoft.com: 443
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Trattic Manipulation

' CommunityDays.it

#CDays14 — Milano 25, 26 e 27 Febbraio 2014

£
R



Auto Responder

HOSTS

Breakpoint

User-Agent / Performance Simulator

Composer
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Demo
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HTTPS
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HTTPS

- Per ragioni di sicurezza, di default, Fiddler non puo «aprire» in pacchetti inviati in
HTTPS # Result Host URL Body

I.I'I.I-‘

,_
=

,_
=

- Per funzionare usa una tecnica chiamata «<man-in-the-middle»

- Per attivarla Tools - Fiddler Options >HTTPS - Decrypt HTTPS Traffic e installare
il certificato generato

# Result Host URL Body Caching Content-Type  Process Comments Custom
Tunnel to  www.bing.com:443

€52 200 www.bing.com [ 44,809 private... texthiml; c... iexplor...

=% 200 www.bing.com frewardsapp/reportActivity 0 no-cac... application/... iexplor...
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Varie ed eventuall
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Salvare le sessioni

- Salvare intere sessioni

- Salvare solo la request/response

- Salvare solo parte della request/response (header / body)
- Salvare piu sessioni in un unico pacchetto .saz

- Salvare le regole dell" AutoResponder

- Salvare i Filtri
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- Timeline

- TextWizard

- Supporto per le REGEX ovunque

- Fiddler Add-ons ( )
- Fiddler Script (Jscript.NET)

- Image\PDF\Metadata & Geolocation View

- Syntax View Formatting (JSON/XML)
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http://www.telerik.com/fiddler/add-ons

...dulcis In fundo...

...clliegina sulla torta...

...l1a créme de la creme...

...LINQ per noi sviluppatori...
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FiddlerCap

- Scaricabile da qui

-

FiddlerCap Web Recorder

File  Tools Help

Capture Capture Options Toaols
| | store binaries Clear Cookies
2, 5top Capture Clear Cache

Store cookies and PO5Ts
Clear Capture

Automatically discard traffic after
10 = minutes B54 Snapshot [}:U
Captured 7 sessions. = Details

Capturing...
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http://www.fiddlercap.com/

Qa&A

Tutto il materiale di questa sessione su

Lascia il feedback su questa sessione,

potrai essere estratto per i nostri premi!

Sequici su

Twitter @CommunityDaysIT
Facebook http://facebook.com/cdaysit
#CDays14
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http://www.communitydays.it/

